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1 Introduction

The peer-to-peer (P2P) paradigm had started becoming popular
in the middle of 2000 among the music lovers. Since then, due
to its inherent positive characteristics, the term ‘P2P’ has
become very popular amongst the internet users, researchers
and industries. The emergence of P2P overlay file sharing
networks has increased the interest amongst the internet users
to use the internet beyond web browsing and exchanging
e-mails. There is large number of applications such as Napster
(Napster, 1999), Gnutella (Gnutella, 2000), Kazaa (Kazaa,
2001), eDonkey (eDonkey, 2000) etc. developed for deploying
P2P technologies in the internet. There is an exponential
increase of users taking interest in these applications.
Researchers have contributed large number of models based on
P2P overlay networks, suiting to different requirements such as
data sharing, distributed file systems, anonymity, media
streaming etc. Owing to their ease of deployment and
scalability, industries have formed the consortium called the
‘P2P-Next Generation’ (P2P-Next, 2008) to support research to
effectively use the P2P technology for mass media distribution.

RFC 5694 (Camarillo, 2009) gives an official definition of
a peer-to-peer system. A system is to be considered P2P if the
elements that form the system share their resources in order to
provide the designated services. The elements in the system
provide both client and server services, i.e. providing services
to other elements as well as request services from other
elements. An overlay network is a logical (virtual) network at
the application layer providing connectivity, routing and
messaging amongst the addressable end points (Buford et al.,
2009). They have their own topology different from underlying
physical network. They have their way of routing messages
with the help of the internet and addressing the end points.
Overlay networks are frequently used as a substrate for
deploying new network services, or for providing a routing
topology not available from the underlying physical network.
P2P overlay networks are categorised as unstructured and
structured. An unstructured P2P system is composed of peers
joining the network with some loose rules, without any prior
knowledge of the topology. Gnutella and Kazaa are examples
of unstructured P2P overlay networks. In structured P2P
overlay networks, network topology is tightly controlled and
content is placed not at random peers but at specified locations
that will make subsequent queries more efficient. Most of the
structured P2P overlays are Distributed Hash Table (DHT)
based. Content Addressable Network (CAN) (Ratnasamy et al.,
2001), Chord (Stoica et al., 2001), and Pastry (Rowstron and
Druschel, 2000) are some examples of structured P2P overlay
networks.

1.1 Security in peer-to-peer overlays

Security is the fundamental issue to be addressed when the
system involves multiple users and their shared resources.
Large-scale peer-to-peer overlays involve millions of user
identities and their devices contributing to the functioning of
the network. Authentication, integrity, confidentiality and non-
repudiation are some of the security properties expected to be

supported by the system. These issues become significantly
more challenging than in the case of traditional domains due to
distributive ownership, lack of centralised control and lack
of global knowledge in large-scale peer-to-peer overlays.
Therefore peer-to-peer overlays face additional security risks
when compared to security issues in network applications.
Peer-to-peer overlays introduce an additional layer called
‘overlay layer’ which involves specific security risks which are
not common in the internet applications. Attacks on the overlay
can be divided into Message routing attacks, Sybil attacks, and
Eclipse attacks. Message routing attacks work by modifying
the node’s routing tables. Routing tables are key resource for
the stability of structured networks. Castro et al. (2003) noted
that an attacker can obtain specific node IDs and strategically
position itself in the overlay in such a way that it controls the
access of specific peers or objects. Also poisoning of routing
tables and message forwarding attacks are possible (Wallach,
2002; Castro et al., 2003). In Eclipse attacks, one first gains
control over large number of nodes along strategic routing
paths and then separate the network into different sub-
networks. Traffic between the sub-networks has to go through
one of the attacker’s node. This way the attacker disrupts the
network in a systematic way to propagate false files in a fast
paced way. Eclipse attack is possible when the identities of the
network are already in control which is achieved through Sybil
attack.

In Sybil attack, an entity can represent itself as multiple
identities in the overlay and thus gain control over
disproportionate resources. This attack was first pointed out
by Douceur (2002). In this attack, an attacker influences the
reputation of the system and objects and also carries out
malicious attacks like disrupting the overlay operations.
Some entities forge themselves as multiple identities in the
network. Because of their large fraction of identities, the
entities can control the network. It is very difficult to
differentiate between a real identity and a Sybil identity. It
is stated by Douceur (2002) that without a centralised
authority it is not possible to completely eliminate the Sybil
identities from the network. Since peer-to-peer overlays fit
decentralised mechanisms, in this paper, we have put effort
to develop algorithm to limit Sybils in a distributed way.

1.2 Sybil attack

Sybil attack is an attack where an entity in a peer-to-peer
network can masquerade itself as multiple simultaneous
identities in the network (Douceur, 2002). A peer-to-peer
overlay file sharing network consists of set £ of infrastructural
entities e. An identity is an abstract representation that persists
across multiple communication events. Each entity e attempts
to present an identity i to other entities in the system. Each
correct entity e will attempt to present one legitimate identity.
Each faulty entity may attempt to present a legitimate identity
and one or more counterfeit identities. Ideally, the system
should accept all legitimate identities but no counterfeit entities.

The problem with such duplicitous mapping of many
virtual identities on to one entity is the collective influence a
single user can exert on the decisions and working of the
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entire network if the multiple identities created by the user
form a significant fraction of the peer-to-peer network. This
problem is pervasive in all distributed systems. This attack
is possible in any distributed network but peer-to-peer
network is an attractive field for this attack due to its lack of
central control, and large size. Peer-to-peer networks have
huge resources like processing power, bandwidth and
storage contributed by the participants. In mobile ad-hoc
networks and sensor networks, the nodes are constrained by
their physical characteristics (Dinger and Hartenstein,
2006). Since peer-to-peer network is built at application
layer the physical constraints don’t limit the Sybil attacks. It
is not very difficult to set up a Sybil attack because creating
an identity in the network is as simple as starting another
instance of the peer-to-peer client. If a malicious user has a
vast pool of resources at his disposal, he can create large
number of identities.

There are several instances mentioned in the literature
about the instances of using this attack for selfish purposes.
Peer-to-peer networks due to their large size become difficult to
assess trustworthiness of a peer whom we interact with.
Therefore reputation systems are used to aggregate the
collective experiences of peers about other peers (Resnick
et al., 2000). When a peer needs to interact with another with
whom it has not interacted so far, the reputation system helps in
making opinion about that peer. In online systems like
Amazon, eBay etc. reputation systems are used to aggregate the
ratings of sellers and goods. Such ratings have impact on
business transactions (Craig et al, 2010). In file-sharing
overlays, reputation of files affect users opinion whether to
view that file or not. Such benefits attract malicious attempts to
manipulate the reputation systems.

Gyongyi and Garcia-Molina (2005) have reported that the
web page rankings can be manipulated by setting up a link
farm. Bhattacharjee and Goel (2005) have reported similar
instances of manipulations using Sybil attacks. Sybil attack is
commonly used to fool Google’s PageRank algorithm
(Bianchini et al., 2005). PageRank algorithm is one of the most
commonly used algorithms to compute the reputation of peers
in reputation systems (Kamvar et al., 2003). The major
problem in peer-to-peer computational systems such as
SETI@home is that, servers should ensure that the clients are
not cheating by submitting deceptive results without fully
performing all the computations specified. One way to detect
this cheating is to allocate the same task to multiple clients. But
this redundancy can be subverted if there is an agreement
among the clients that they would return the same manipulated-
result. In the internet it is possible that all these clients can be
instances of the same devious entity who can synchronise the
outputs of all the clients and thus mislead the server
(Yurkewych et al., 2005). Sybil attacks create false routes in
mobile ad hoc networks (Hu et al., 2002). Sybil attacks can
disturb anonymous systems such as Tor by revealing user
identities of anonymous routing protocols (Dingledine et al.,
2004). Pastiche is a file storage system built on Pastry overlay.
Sybil attacks can subvert the distributed quotas by free-riding
cooperative file storage systems (Cox et al., 2002).
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1.3 Purpose

In this paper we develop a novel approach for detecting Sybil
groups. We have used psychometric techniques to assess the
characteristics of participating identities in the peer-to-peer
network. The first purpose of this work is to study the
feasibility of wusing psychometric tests to assess the
characteristics of the participants. The second purpose is to
devise methods to overcome some of the limitations of this
method. The third purpose of this work is to measure the extent
of the effectiveness with which we can use this technique.

The rest of the paper is organised into sections as
Literature survey, Background, GAUR, Experiment, Results
analysis, Conclusion and References.

2 Literature survey

Douceur (2002) proved that it is not possible to completely
eliminate the Sybils in a peer-to-peer network without a
centralised authority which can verify the one-to-one
correspondence between identities and entities. He described
puzzle methods that exploit communication, storage or
computational resource constraints. He proved that
computational puzzle methods are not viable. In these puzzles,
the verifier sends a large random value to every other identity it
wants to verify. These identities must then compute the
solution within a constrained amount of time. If an entity has
more than one identity it will fail to compute the solution
within this time. The paper says that this can be circumvented
by taking help of other powerful nodes. Thus he advocates the
existence of a central authority to prevent Sybil attacks.
Solutions to Sybil attack can be categorised as challenge-
response imposing constraints on resources, binding the
identity to physical characteristics, central authority certification,
characteristics of social networks based on trusted connections,
based on Sybil behavioural characteristics and incentives.

2.1 Challenge-response approaches

The goal of resource testing is to attempt to determine if a
number of identities possess fewer resources than would be
expected if they were independent. Challenge-response
utilises puzzle methods that exploit communication, storage
or computational resource constraints of the participating
nodes. In these puzzles, the verifier sends a large random
value to every other identity it wants to verify. These
identities must then compute the solution within a
constrained amount of time. If an entity has more than one
identity it will fail to compute the solution within this time.
These tests include checks for computing ability, storage
ability, and network bandwidth, as well as limited IP
addresses (Levine et al., 2006). Douceur (2002) says that
this can be circumvented by taking help of other powerful
nodes and therefore, advocates the existence of a central
authority to prevent Sybil attacks.

Borisov (2006) proposes to use computational puzzles to
defend Chord from Sybil attacks. In Chord, every node
sends periodic ping messages to its neighbours. This scheme
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proposes that along with every ping message, a sequence
number and a challenge will be sent to neighbour. The
puzzles are formed out of these challenges and sequence
numbers. Even honest nodes are expected to solve these
puzzles. Here the heterogeneity of the nodes in their
computation capacity is not addressed. Rowaihy et al.
(2007) present a hierarchical admission control system
where at every level computation puzzle are used to validate
the identity. It requires a joining node to solve the puzzles
from leaf to root in tree of trusted nodes. This scheme only
slows down the identity generation but not prevent the Sybil
attack. Here the honest nodes are also subjected to the same
tests.

Haribabu et al. (2009) proposed a challenge-response
approach based on storage constraint. Sybil attack can
completely subvert replication mechanism on file sharing
systems. By knowing the mechanism of replication which is
used in a particular P2P network, a malicious user (Sybil
attacker) can create fake identities in the network so that the
file replication of a particular file happens entirely or
partially on the Sybil identities created by this particular
user. Once the replica is in the hands of Sybil identity, it can
corrupt, hide or destroy the copy especially if all copies are
replicated on Sybil identities only. Sybil attack goes against
maintaining quality and accessibility of content, and
robustness of the network. The authors propose that the
owner of the replica maintain a copy on successors. Since
each identity of a Sybil has to store as many replicas as any
normal entity, it will throttle the storage capacity of the
Sybil entity. The Sybils are detected by regularly verifying
the file.

2.2 Binding identity to network metrics

Bazzi and Konjevod (2005) proposed that an identity can be
mapped to its physical location. There are two types of
nodes: applicants and beacon nodes. Geometric certificate
contains the distances measured between the node and the
beacon and signed by both. This approach introduces a
equivalence relation where all nodes in one relation can’t be
distinguished from others in the same relation. Here the
defect is that if the Sybil is controlling entities in different
relations then it is not possible to detect it. Also the
algorithms to measure distance don’t give stable values and
requires considerable effort to achieve stable values. Bazzi
et al. (2006) proposes a secure distance vector routing
protocol that tolerates Sybil attack.

Wang et al. (2005) proposed a concept of net-print. The
net-print of a node is built using node’s default router IP
address, its MAC address and a vector of RTT
measurements from the node to designated land marks. This
approach fails when the node changes its physical location.
So this solution doesn’t apply to mobile hosts.

Dinger and Hartenstein (2006) proposed a distributed
registration mechanism for Chord. Each identity calculates
its id as a hash of its IP address and port number and
registers itself at » registration nodes in the Chord ring
where r is system wide constant. This solution will work
only if majority of the nodes are honest. Here the mapping

is between identity and its IP address. The cardinality of this
mapping is controlled through a distributed registration
process. In this solution the influence of Sybil is limited to
the number of IP addresses it can possess.

2.3 Central authority certified node identities

Castro et al. (2003) argue that the only practical solution to
prevent Sybil identities in the peer-to-peer overlay network is
to produce signed certificates that bind node identity to a public
key and the IP address of the node. To prevent a malicious
entity from obtaining a large number of certificates, the authors
propose that each certificate can be issued against a charge.
Certainly this solution prevents Sybils but it also slows down
the propagation of the network services to new users. For IP
based schemes special provisions have to be made for the
nodes behind NAT based firewalls.

2.4 Based on social network characteristics

Danezis et al. (2005) presents a modified DHT routing
model using a bootstrap tree for Chord to resist the impact
of Sybil attacks. In the bootstrap tree, two nodes share an
edge if one introduced the other into the DHT. These
relationships are established outside the tree, off-line. With
this logic Sybil nodes will attach to the tree at limited nodes.
Also, a trust metric is used to minimise the probability of a
malicious node being on the routing path of the Chord. It is
not mentioned to what extent the logarithmic lookup times
can be maintained with this approach. It increases the
overhead in lookups. In Sybilguard (Yu et al., 2006),
the authors have proposed a distributed algorithm to limit
the entry of Sybil identities into a social network, exploiting
the fact that there are very few trust edges between an
honest and a Sybil group in a social network. They have
designed a protocol in which the verification of a new entry
into the network is done by intersection of random routes.
The problem with these approaches is that they work only
with networks that have evolved based on social trust
relationships. This is not the case in a majority of the
existing public peer-to-peer file sharing systems such as
Gnutella, Freenet etc. Lesniewski-Laas and Kaashoek
(2010) present Whanau, a one hop DHT based routing
protocol which exploits social connections between users to
construct routing tables which allow for Sybil resilient
lookups. The file lookup algorithm suggested offers a
significant speedup over the traditional flooding techniques
seen in existing peer to peer networks. A major drawback of
the approach is that it assumes that honest nodes have more
social connections to other honest nodes rather than to Sybil
nodes which may not always be the case. Sybillnfer
(Danezis and Mittal, 2009) offers a decentralised protocol to
guard the network against Sybil attacks exploiting the fact
that a Sybil attack would interfere with the fast mixing
property of social networks. The approach entails a
probabilistic model to help tag network nodes as either
honest or Sybil wherein each such tag contains an assigned
probability, referring to the degree of certainty of the result.
The approach suffers from assuming that there is at least
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one honest node in the network which is known a priori
whereas in reality there is always a remote possibility of an
attacker mimicking the honest side of the social network as
a consequence of which no detector would be able to
distinguish the honest region from the corrupt one.

2.5 Based on Sybil behavioural aspects

Jyothi and Janakiram (2009) have proposed a Sybil monitor to
observe and record the transactions of a node. Fake transactions
are recorded by the monitor. The power of Sybil is in being a
group. This solution looks at the individual nodes and their
transactions. A transaction itself such as voting a file can’t be
named fake by looking at the individual node. Here the method
serves its purpose only in the cases where the nodes behaviour
can be termed bad by looking at its bad history. But in case of
Sybils, the nodes need not necessarily be doing bad activities at
the individual identity level.

Haribabu et al. (2010) have proposed that by collecting
observations about the malicious activities of identities in
the network, Sybil groups can be detected. Sybils as a group
can collaborate to disconnect a part of the network from the
rest, launch a denial of service attack over chosen nodes or a
part of the network, or promote the propagation of an object.
They attempt to identify Sybils based on the above
characteristics. A neural network is trained to detect the
malicious behaviour of a Sybil node and its detection
improves with experience.

2.6 Incentives

Margolin and Levine (2007) analyse an economic approach
to Sybil attack detection employing Dutch auction technique
to determine the minimum possible reward to force the
Sybil to reveal itself. This proposal requires implementation
of digital currency. Also the model assumes that Sybil
identities are rational.

The approach outlined in this paper is the expanded
version of Haribabu et al. (2011). This approach using
psychometric techniques to identify Sybil groups is different
from above approaches in two ways. This approach is the
first of its kind. And secondly it aims at finding the Sybil
groups instead of aiming at detecting Sybil identities.

3 Background

In this section a brief background on the degree of difficulty
of detecting Sybils in the network and applicability of
psychometric techniques is presented.

3.1 Approaching Sybils

The strength of Sybil attack depends on the number of
identities it creates and how much fraction of the network
they occupy. The influence on the network is exerted as a
group but not at the individual identity itself. Therefore in
detecting a Sybil attack, it is very difficult to identify a Sybil
at the identity level. In Figure 1, it can be observed that
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there are entities and identities (shaded circles). Some
entities have represented themselves as multiple-identities

forming large fraction of the network.

Figure 1 Sybil groups and Sybil identities (see online version for
colours)
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Having a centralised server issuing the logins or providing
authentication itself is not sufficient to prevent Sybil
attacks. Amazon, eBay etc. have centralised authentication
systems but still they face Sybil attacks. The principle
behind preventing Sybil attack is that one should be able to
map the real infrastructure entity to the virtual identities and
then put a limit on such number of mappings. Such a system
requires one to authenticate the identity by a physical proof
such as photo identity card, credit card etc. Such a
restriction on enrolling new entities into the system severely
limits the spread of systems among users.

Sybil entities need not necessarily be creating disturbance
in the network such as launching distributed DoS attacks, or
dropping the packets or poisoning the routing tables,
partitioning the network etc. A Sybil entity may be doing the
same thing like any other honest identity. For example, Sybil
entities can position their identities strategically at different
places in the network and make sure that every packet in the
network will pass through at least one of its identity so that
Sybil has control over the network. Looking at the identity, one
can’tsay it is doing something malicious. It should be determined
looking at the network level. Another example is that Sybil
entity can increase the reputation of a particular file by making
all its identities respond positively to the reputation metric.
Looking at the individual identity it is difficult to say that what
it is doing is wrong because every identity has freedom to
respond positively or negatively to the file.

So the approach to detecting Sybils in a peer-to-peer
network should be free from any assumptions about the
behaviour at the identity level.

3.2 Psychometric techniques

There are many theoretical approaches to conceptualising and
measuring personality. Some of them include the Minnesota
Multiphasic Personality Inventory (MMPI), the Five-Factor



Author's Copy

150 K. Haribabu, C. Hota and A. Paul

Model. There are some tools developed to measure personality.
They include Personality and Preference Inventory (PAPI) and
the Myers—Briggs Type Indicator (MBTI). PAPI measures
personality in work environment. It is designed to determine
behaviours and preferences which are related to workplace.
The MBTI measurement is based on a psychometric
questionnaire designed to measure psychological preferences in
how people perceive the world and make decisions (Briggs and
Myers, 1980). In this paper we use MBTI due to its
applicability to normal population (Pearman and Albritton,
1997). MBTI test categorises the human personality into four
pairs of cognitive functional types:

e  Extraversion-Introversion
e  Sensing-Intuition

e  Thinking-Feeling

e Judgement-Perception

These terms have detailed meaning which are much
different from what is indicated by the normal usage of that
term. These meanings are not relevant in this study. MBTI
states that an individual has preference to one of the
functions in a pair. The questionnaires are designed to
reveal these preferences.

Luscher (1969) proposed a colour test to assess the
human personality. The test is based on selecting eight
colours according to individual’s liking for the colours.
Each colour has a objective meaning and subjective
meaning. The objective meaning remains the same for all
individuals. But the subjective meaning of the colour is
dependent on the position of the colour in the ranking of the
colours by the individual. Liking for a colour has deep
connection with the psychology of the person.

In this study, the objective is to group the identities
based on their common personality characteristics. For this
purpose MBTI and Luscher colour test are employed. Since
the purpose is to find the similarity amongst the
personalities of identities in the network, the interest is only
in the metrics and not on the actual meaning of each metric.
So we limit our discussions to finding correlations rather
than actual personality of the individuals.

4 Proposed method: GAUR

In this section we will discuss about the proposed method
GAUR.

4.1 Outline

As discussed in Section 3.1, Sybils are present in groups.
Extent of their influence is proportional to the group size. There
can be several Sybil groups within a peer-to-peer network. In
essence a Sybil group is defined as the set of identities created
by a single individual. The identities act as per what the
individual want them to act. If the identities occupy a large
fraction of the network, then the functioning of the network can
be easily affected for selfish purposes. The solution to this

problem is to cluster identities which have similar personality
characteristics. Such clusters are then tested using challenge-
response protocols as described in Section 2. To identify
personality characteristics, each identity in the network is given
personality tests, namely Myers—Briggs Psychometric Test and
Luscher Colour Test to answer. The response to the personality
questionnaires are collected and analysed at one place to
identify the clusters.

4.2  Architecture

We model our solution on a super-peer type unstructured
network which employs a Gnutella like protocol between
various client nodes. This allows for a questionnaire to be sent
to the peers as a request and then, the solved questionnaire as a
response.

The architecture is shown in Figure 2. The components
involved are leaf nodes (some are Sybil identities), super-
peers, and Personality Server. Personality Server is a central
server that collects and stores the personality metrics of the
leaf nodes. Having central server in a distributed network is
not a flaw as long as that central server itself is not involved
in routine network operations such as routing etc.

Figure 2  Architecture of GAUR (see online version for colours)

Personality

Some assumptions have been made in this model:

We assume that we can implement a strict protocol that
all the peers in the network are compulsorily made to
respond to the questionnaires, and also restricted from using
the network if they do not respond to the questionnaire
within a particular interval.

We also assume that the super-peers are not Sybil nodes,
i.e. the Sybil peers exist only at the lowest level.

4.3 Protocol

The principle communications involved in the network apart
from the routine communications are (1) Super peer = Leaf
node (2) Leaf Node > Super peer (3) Super peer >
Personality Server (4) Personality Server = Super peer.
These communications and their contents are explained
below.
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e Leaf node’s Behaviour: A leaf node receives a
questionnaire from a super peer at regular times. The
contents of the questionnaire are explained in the coming
section. Super peer specifies the time within which it
should receive the answers to the questionnaire. This is
one way to differentiate between the honest and the Sybil
entity. If the node doesn’t answer within the expected time
although it is still active in the network, it is given a
warning that it might be labelled as a malicious node. In
case, the node still does not answer even after some time
interval after first warning, the node is then blacklisted or
treated as a malicious node and taken out of the network.
For the node to again come back, it has to join as a new
node and follow the protocol.

o Super-peer’s behaviour: Super-peer generates a
questionnaire from few pools of questions each
corresponding to one personality trait and sends it to the
leaf nodes. It takes necessary action depending on
whether a leaf node sends a response or not. It collects
the responses from the leaf nodes and sends them to the
Personality Server.

e Personality Server: The Personality Server receives the
data from the super peers. It periodically runs a clustering
algorithm to cluster the nodes based on their psychometric
values. For every cluster it finds, it issues simultaneous
computational puzzles to the nodes in that cluster. Generally
the cluster contains at least some of the Sybil identities
belonging to the same Sybil group. This fact is confirmed
in our experiments as discussed in coming sections. In
case of the presence of Sybil identities in a cluster, the
Sybil entity will not be able to respond with answer to the
resource-intensive-computational puzzle for each Sybil
identity as an honest node can answer. By this differentiation
between Sybil identities and honest nodes, the Personality
Server can identify all these late-responding identities
within the cluster as one Sybil group. These identities are
communicated to super-peers so that they may restrict
their cooperation or severe their connection.

4.4 Apparent limitations

e False Positives: An honest user’s psychology may
match with the psychology of a malicious user, thus
falling in the same cluster as the malicious user. Here
the honest user also has to go through the challenge-
response test. But this is not a limitation but an
overhead on the honest user.

e  False Negatives: The test is based on psychological
metrics. So it might happen that the psychometric ratings
of some Sybil identities coming from the same Sybil
group may not fall within the same cluster boundaries.
This way some of the Sybil identities may escape getting
detected. This introduces false negatives in our proposed
model. First of all such deviations of psychological pattern
happen in few cases as found in our experiments.
Secondly, since majority of the Sybil identities of a group
are detected, the group origins can be traced and thus
detect the missed out Sybil identities.
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e Random Answering: Another apparent limitation is random
answering by some automated means or even personally.
One way to address the automated answers is by inserting
CAPTCHAS in the questionnaire. To address this issue,
super-peer by random selection stores a copy of the
questionnaire and the answers received. Super-peers use
this to cross verify the answers received later. If the
answers are random, then it is very less likely that answers
would match.

4.5 Questionnaire preparation

The questionnaire will evaluate the psychometric index of
the peers based on MBTI or Luscher Colour Test. The
questionnaire consists of three kinds of questions. Firstly,
there are questions based on each of the four categories of
personality traits according to MBTI model which gives us
the information about the psychological orientation of a
person. The personality traits are extroversion-introversion,
sensing-intuition, thinking-feeling, judging-perceiving. For
example, we can ask a person whether he likes to hear less
and talk more or he likes to hear more and talk less. In
Tables 1-3, some of the questions which help us to know
about each of the traits in a person are presented. The
options to these questions are designed in a relatable way to
one’s work or private life.

Table 1 Sample questions for testing introvert quality

Questions

Quality

Do you talk more than listen or vice-

versa?
. . Do you have high energy or quiet
Extroversion-Introversion M g gyorq
energy?

Do you want to stay behind scenes or
want a public role?

Table 2 Some questions for testing intuition quality

Quality Questions

Do you focus on details or do you see
the big picture?

Do you work at a steady pace or

Sensing-Intuition
& bursts of energy?

Do you trust gut instincts or actual
experience?

Table 3 Some questions for testing feeling quality

Quality Questions

Do you appear cool and reserved or
warm and friendly?

Thinkine-Feelin Do you value honesty and fairness

& g more or harmony and compassion?
Do you tend more to see faults or you
are quick to compliment others?

Secondly, we have two sets of colour test (each colour tests
have eight colours) in each questionnaire. The leaf nodes are
required to fill in their preferences of colours from most
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preferred to least preferred. Each colour is associated with
some particular trait (Luscher, 1969). These associations are
findings of the research in psychology field. For example
the orange-red colour represents ‘force of will” and
corresponds to desire, domination, aggression, controlled
passion, concern for others.

Also, the questionnaire includes CAPTCHAS or simple
mathematical questions such as what is the total if one takes
two apples out of 20 apples inserted at random places to
prevent automated answers.

4.6 Questionnaire evaluation

The answers submitted by the leaf peers to the super-peer
are communicated to the Personality Server. The evaluation
is carried out at the Personality Server. There are two types
of answers in a questionnaire. One is the set of options
selected for the MBTI questionnaire. The other is list of
rankings given to the 8-set colours.

To evaluate the similarity between the colour rankings of
two different identities, rank-correlation coefficients are used.
Kendall’s rank-correlation coefficient 7 and Spearman’s rank-
correlation coefficient p are used to cluster the identities based
on colour test. The 7 is computed by finding the concordant
(N,) and discordant pairs (N;) for » number of items to be
ranked.

r= iN c N, d
2 n(n—1)

The p is computed by finding the squared differences of
rankings given to all » items.

_6)d}

n(n* =1)

The selected options in the MBTI questionnaire are
transformed into a vector of weights. Each vector consists of 8
weights corresponding 8 qualities in four dichotomic cognitive
functional pairs namely extraversion-introversion etc. There is
one vector corresponding to one questionnaire. The similarity
between two such vectors is found by using two metrics Cosine
similarity and Pearson correlation coefficient.

The clustering algorithm chosen is DBSCAN (Ester et al.,
1996) for it supports arbitrary shaped clusters, and leaves out
noise points. Also cluster formation doesn’t depend on the
ordering of the data and doesn’t need number of clusters to be
specified before-hand. Also the algorithm is designed for
working with high dimensional data. The algorithm finds the
clusters on the principle of neighbourhood of a point. Generally
the neighbourhood is found with Euclidean distance. But
Euclidean distance becomes an ineffective measure when there
is high dimensional data. This problem is also known as curse
of dimensionality (Bellman, 1957). Therefore in this work, we
have used the above mentioned metrics to find neighbourhood
of a given point. The time-complexity of the algorithm is O(r%)
and space-complexity is O(n*). By using R*-tree indexing
structures the complexity can be brought down to O(n log n).

The algorithm takes two parameters ¢ and minPoints. € is
the neighbourhood radius. minPoints is the minimum number
of points to form the cluster. The algorithm is very sensitive to
these two parameters. It groups all the points that fall within the
radius ¢ of the current point and its neighbours.

4.7 Cluster validation

One of the most important issues in cluster analysis is the
evaluation of clustering results to find the partitioning that
best fits the underlying data (Halkidi et al., 2001). What
values for parameters ¢ and minPoints, the algorithm would
give the best fit? To find out this, Rand Statistic (Rand,
1971), Jaccard Coefficient (Paul, 1901) and Fawlkes and
Mallows index (Fowlkes and Mallows, 1983) are used to
measure the cluster goodness. Rand Statistic gives ratio of
true positive pairs (TP) and true negative pairs (TN) to total
pairs in the data set. Jaccard coefficient gives ratio of true
positive pairs to total of true positive, false positive (FP) and
false negative pairs (FN). These two indices take values in
the range [0,1]. Nearer the index to 1, closer are they.

5 Experiment set-up

The experiment for validating our solution is carried out by
conducting a survey. Survey is chosen instead of simulation
because the validation involves responses of humans
depending on their psychological personality characteristics.
These characteristics are difficult to simulate.

The survey is conducted among the faculty and students of
our university for duration of 15 days through the medium of
web with 185 people taking part in the survey. Each of them
was requested to participate more than one time. The frequency
of attempts is depicted in Figure 3. The participants are known
to authors and are requested to attentively attempt the survey at
different times so that they are not remembering the answers.
Still there can be some degree of randomisation or overlaps in
their responses. Overall, the survey mimics the real peer-to-
peer network scenario where each participating identity is
given a questionnaire to solve.

Figure 3 Survey participation statistics
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There are 46.49% participants who attempted the survey only
once. They are taken as honest entities in the network. There
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are 28% participants who attempted the survey more than four
times. There are 25% participants who attempted the survey
more than once and less than five times. The participants who
attempted the survey more than once are taken as Sybil entities
with each entity representing Sybil identities equal to the
number of times they have attempted the survey. The survey is
mapped to a network of 577 identities; out of which there are
86 honest identities and rest are Sybil identities grouped in 99
groups. The maximum Sybil identities are 21 in one group, the
minimum and the average being 2 and 7.6 respectively. The
Sybil groups can be classified into two classes: weak Sybil
groups and strong Sybil groups. The weak Sybil groups are
those whose number of identities is less than 5 and strong are
those whose number of identities is equal or greater than 5. The
weak groups are 47 and strong groups are 52. The Sybil groups
in the mapped network are depicted in Figure 5.

Figure 4 shows the standard deviation of responses by
individuals along with the number of times each have
attempted. 65% of individuals or Sybil groups have standard
deviation more than 0.2 indicating that some of their responses
are outliers, i.e. they are too different from other responses.
Those Sybil groups with standard deviation less than 0.2
mostly have two identities indicating high probability of being
same. But when a person attempted larger number of times,
responses are considerably differing. Considering this pattern
of standard deviation, the input can be safely said to be a
suitable sample for investigation.

Figure 4 Standard deviation of responses by individuals
(see online version for colours)
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Figure 5 Sybil groups in the mapped network
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6 Results analysis

The results are analysed with the objective to verify the
effectiveness of the psychometric tests in detecting Sybil
groups in an overlay network. Two types of data are analysed:
rankings given to Luscher 8 colours and answers chosen for
MBTI questionnaires. The similarity metrics for ranking
data are Kendall’s coefficient 7 and Spearmans Correlation
Coefficient p. DBSCAN algorithm is run on the ranking data
collected in each questionnaire with ¢ taking values in the
interval [0,1] each time incremented by 0.01 and minPoints
taking values from 1 to 5. For each run, cluster goodness
indices Rand Statistic, Jaccard Coefficient and Fawlkes and
Mallows index are measured. Figures 6 and 7 show Jaccard
coefficient and Rand Statistic for different combinations of &
and minPoints. It can be observed that the graphs reach the
highest values at a particular combination. Table 4 shows the
best recorded values of ¢ and minPoints of these indices.
Similarly for the MBTI, the similarity indices are Cosine
Similarity Metric and Pearson Correlation Coefficient. The best
¢ and minPoints are shown in Table 4. Rest of the analysis is
carried out only at the best values of & and minPoints as shown
in Table 4.

Figure 6 Values of Jaccard coefficient for varied ¢ and
minPoints using Kendall’s 7
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Figure 7 Values of Rand statistic for varied ¢ and minPoints
using Kendall’s 7
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Overall the results show that our method is able to detect
51.5% of the Sybil groups of which 75% are strong Sybil
groups. The percent of Sybil groups detected for each metric as
shown in Figure 10. Although cluster formation with Pearson
metric discover 71.7% of the Sybil groups, it has the limitation
that all the Sybil groups are spread in just four clusters. And the
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percentage of false positives is too high summing to 25.7%.
This is shown in Figure 12. That means that four clusters are
crowded with unnecessary identities. So Pearson metric is not
very useful in good cluster formation.

Figure 8 Cluster statistics for different metrics
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Figure 10 Percent of Sybil groups detected
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Figure 11 Percent of Sybil identities detected
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Table 4 Values of epsilon and minPoints for DBSCAN algorithm at the best cluster formation stage
. . Rand Statistic Jaccard Coefficient Fowlkes &Mallows Index
Test Neighbour Distance
Metric . Min . Min . Min
Epsilon Points Value Epsilon Points Value Epsilon Points Value
Luscher Short Kendall’s T (K) 0.86 1 0.948 0.80-0.85 1 0.03937 0.86 1 0.104
ColourTest g arman’s p(S)  0.94-0.95 1 09682 0.94-095 1 005782 094095 1  0.126
MBTI Cosine Similarity 0.95-0.99 1 0.95 0.95-0.99 3 0.01213  0.95-0.99 1 0.03
Metric (C)
Pearson Correlation ~ 0.43-0.44 1 0.829 0.23-0.29 1-5 0.01329 0.43-0.44 1 0.046

Coefficient (P)
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Figure 12 False positives in cluster formation with different
metrics
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The results show that Lusher’s colour test gave better results
compared to MBTI test. This may be due to the fact that in
every questionnaire the colour set remained the same but the
MBTI questions were not. The rankings given to colours
were mostly consistent but the options chosen for the
questions were not as consistent.

The quality of the Sybil groups detected can be observed
from two perspectives. One is that if the ratio of clusters to
groups is near to 1, it means that the whole cluster is dedicated
to one Sybil group. This eases the further process of issuing
computational puzzles simultaneously to all identities in one
Sybil group. As shown in Figure 9, most of the metrics except
the Pearson metric, the ratio comes near to 1.

It can be observed that it is difficult to detect weak Sybil
groups compared to strong Sybil groups. This is due to the
fact that there is small number of identities per group. The
consistency of our approach is proportional to the number of
identities in a Sybil group. Second perspective is to see how
much of a Sybil group is discovered. If most of the identities
of a Sybil group are discovered means all the identities will
be issued computational puzzles putting real constraint on
the resources of the Sybil entity. Figure 13 shows that the
for Luscher’s test, roughly 65% of the group is detected in
strong group category.

Figure 13 % of Identities per Sybil group discovered
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It can be observed from Figures 10 and 11, detecting Sybil
groups has advantages compared to detecting Sybil identities.
For example, using Kendall’s ¢ =0.80, the number of Sybil
groups discovered are 51 and the number of Sybil identities in
all these groups are 340. For the same, the number of Sybil
identities discovered is only 231 which is 47% of the total. If
we go by discovering Sybil groups, we can end up removing
69% of the Sybil identities from the network.

7 Conclusion

In this paper we have presented a novel approach GAUR for
detecting Sybil groups using psychometric tests. A survey is
conducted amongst students and faculty in the campus. The
experimental results have shown that 75% of the strong
Sybil groups were detected. This shows that it is feasible to use
psychometric tests to detect Sybil groups. The effectiveness
of the test is also shown by the completeness of 67%, i.c.
67% of the identities in Sybil groups are detected. It is also
shown that the greater the number of identities in a group,
the better are the chances of detecting it. Also it is shown
that detecting Sybil groups is more advantageous than
detecting Sybil identities. The work can be improved by
adapting better clustering algorithms like DENCLUE.
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